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Welcome to CyberAl’'26 2026

Itis with great pleasure to welcome you to The International
Conferenece on Cybersecurity and Artificial Intelligence
(CyberAl'26). The conference will be held from June 25th to
26th, 2026 in EST-SB, El jadida, Morocco.

CyberAl 2026 provides a platform for the exchange of ideas,
research, and innovations related to communication
technologies and the integration of smart systems. The
conference serves as a venue for advancing research,
discussing challenges and innovations, and creating
partnerships that drive the future of Privacy, Cybersecurity,
and Artificial Intelligence.

General Chairs of CyberAl'26:

Youssef BADDI

Chouaib Doukkali University, El Jadida, Morocco
Mohamed LAHBY

Hassan Il University of Casablanca, Morocco
Yassin MALEH

ENSA Khouribga, Morocco



CyberAl'26 Organizing Committee

Professor Az-eddine AIIM, President of Chouaqib Doukkali
University of El Jadida, Morocco

Professor Zoubir El Felsoufi, ESTSB director, University Chouaib
Doukkali, Morocco

Youssef Baddi (SMIEEE), University Chouaib Doukkali,
Morocco

Yassine Maleh, (SMIEEE), ENSA Khouribga, Morocco
Mohamed Lahby, ENS Casablanca, Hassan Il University,
Morocco

CyberAl features very

i Toumi Hicham, ESTSB, University Chouaib Doukkali, Morocco
sfrong

Jodo P. Matos-Carvalho (Luséfona University, Portugal)
fechnical program in the
area of Cybersecurity and

Al Saidi Abdelali, ESTSB, University Chouaib Doukkali, Morocco
Zouani Younes, ESTSB, University Chouaib Doukkali, Morocco

Qasem Abu Al-Hdija (Jordan University of Science and
Technology)

Paulo D. de Brito (Portalegre Polytechnic University, Portugal)
Ashish Khanna (Maharaja Agrasen Institute of Technology,
India)

Salim El khediri { Qassim University , Saudi Arabia)

Fares Hajar, FS, Abdelmalek Essaadi University, Morocco

Mabrouk Abdelfettah, ESTSB, University Chouaib Doukkali,
Morocco
Cherkaoui Badreddine ESTSB, University Chouaib Doukkali,
Morocco
Joel Rodrigues (Lusdéfona University, Lisbon,Portugal)
Vandana SHARMA (Christ University, Delhi NCR Campus,
India)
Ldzislaw Polkowski (Wroclaw University of Economics and
Business, Poland)

El Aroussi EI Mehdi, ESTSB, University Chouaib Doukkali,
Morocco

El Ogri Omar, ESTSB, University Chouaib Doukkali, Morocco
El Rhubari Zineb, ESTSB, University Chouaib Doukkali, Morocco
Bahraoui Zuhair, ESTSB, University Chouaib Doukkali, Morocco

Zakariya Khalid, ESTSB, University Chouaib Doukkali, Morocco
Faida El Mehdi, ESTSB, University Chouaib Doukkali, Morocco



Keynote Speakers of the International
Conference on Cybersecurity and Al

(CyberAI’2026)



Pr. Utku Kose, Suleyman

Demirel University, Isparta,

AN~

Dr. Karim ZKIK

Professor Rennes School of Business,

France

Biography: Dr. Utku Kose received the B.S. degree in 2008 from computer
education of Gazi University, Turkey as a faculty valedictorian. He received M.S.
degree in 2010 from Afyon Kocatepe University, Turkey in the field of computer
and D.S. / Ph. D. degree in 2017 from Selcuk University, Turkey in the field of
computer engineering. Between 2009 and 2011, he has worked as a Research
Assistant in Afyon Kocatepe University. Following, he has also worked as a
Lecturer and Vocational School — Vice Director in Afyon Kocatepe University
between 2011 and 2012, as a Lecturer and Research Center Director in Usak
University between 2012 and 2017, Assistant Professor in Suleyman Demirel
University between 2017 and 2019, and as an Associate Professor in Suleyman
Demirel University between 2019 and 2024. Currently, he is a Full Professor in
Suleyman Demirel University, Turkey. Kose also gave lectures at other higher
education institutions such as Gazi University and Istanbul Arel University. He
also worked as a Visiting Researcher at the University of North Dakota, USA
(between 2023 and 2024) and holds the Honorary Professor of Atrtificial
Intelligence title at ITM (SLS) Baroda University, India. He has more than 350
publications including articles, authored and edited books, proceedings, and
reports. He is also in editorial boards of many scientific journals and serves as
one of the editors of the Biomedical and Robotics Healthcare (CRC Press) and
Computational Modeling Applications for Existential Risks (Elsevier) book series.
His research interests include artificial intelligence, machine ethics, artificial
intelligence safety, biomedical applications, optimization, the chaos theory,

distance education, e-learning, computer education, and computer science.

Biography: Dr. Karim Zkik is an Associate Professor of Cybersecurity and
Management of Information Systems. He earned his Ph.D. in Cybersecurity,
Networking, and Computer Sciences from Mohamed V University in Rabat and
obtained his Habilitation a Diriger des Recherches (HDR) from the University of
Angers. Prior to joining Rennes School of Business, he was a Professor at ESAIP
Graduate School of Engineering and previously held academic roles at the
International University of Rabat and other institutions in Morocco and France.
His research interests revolve around cybersecurity, cyber resilience, blockchain,
artificial intelligence, and the security of industrial and platform-driven systems.

He has experience teaching classes at different levels (undergraduate, graduate,
postgraduate, and executive) in information systems, cybersecurity, ethical
hacking, data management, Al and machine learning, and network security.He
has published in leading journals including Computer Networks, Decision
Support Systems, International Journal of Logistics Research and
Applications, Annals of Operations Research, Production Planning &
Control, Journal of Network and Computer Applications, and Computers &
Industrial Engineering. He also serves as a reviewer for several top-tier
journals such asIEEE Transactions on Vehicular Technology and ACM
Transactions on Internet Technology. He has been involved in several
national and international projects such as the ANR-funded European
Project CyberSkills4All, Erasmus+ CDC-loT, and regional initiatives in France
supporting cyber resilience and Al integration. As an internationally recognized
expert, he has also advised companies and public institutions on cybersecurity

training and digital transformation.



Dr. Ahmed A. Abd El-Latif,
Menoufia University, Arabie
saoudite

Dr. Mohamed M.Alani,
Ryerson University,
Toronto, Canada

Dr. Imad Romhdani

Edinburgh Napier University

Biography: Ahmed A. Abd El-Latif (Senior Member, IEEE) received the B.Sc.
degree (Hons.) in mathematics and computer science and the M.Sc. degree in
computer science from Menoufia University, Egypt, in 2005 and 2010,
respectively, and the Ph.D. degree in computer science and technology from
the Harbin Institute of Technology (HIT), Harbin, China, in 2013. He is currently
an Associate Professor of computer science with Menoufia University, Egypt,
and the EIAS Data Science Laboratory, College of Computer and Information
Sciences, Prince Sultan University, Saudi Arabia. He is the author or coauthor of
more than 240 papers, and his research interests include cryptography,
multimedia security, loT, biometrics, image processing, and quantum
information processing.

Biography: Mohammed M. Alani is a university professor and works as a
Professor of Cybersecurity at Rochester Institute of Technology (RIT), Dubai,
UAE. He previously worked at Toronto Metropolitan University (formerly
Ryerson University), Seneca Polytechnic (Canada), Sheridan College (Canada),
Khawarizmi International College (UAE), Middle East College (Oman), Gulf
University (Bahrain), and other institutions. He has also worked as a Cisco
Academy Instructor and holds multiple certifications from CompTIA, Cisco,
Microsoft, and others. His main research interests include networking and
data/network security

Biography: Dr Imed Romdhani is an Associate Professor in networking
at Edinburgh Napier University since June 2005. He was awarded his
PhD from the University of Technology of Compiegne (UTC), France in
May 2005. He holds also an engineering and a Master degree in
networking obtained respectively in 1998 and 2001 from the National
School of Computing (ENSI, Tunisia) and Louis Pasteur University of
Strasbourg (ULP, France). He worked extensively with Motorola
Research Labs in Paris and authored 4 patents..
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@ Springer

on Cybersecurity and Al (CyberAl’2026)

Program at a Glance of the International Symposium e Taylor&FranciS

Taylor rancis Group

El jadida, Morocco - June 25-26, 2026

Conference Website: https://Cyberai-conf.org

Date

Time

Event

Day 1 -Thursday June 25,
2024

Day 2 - Friday June 26, 2026

09:50 am - 10:00 am

Opening Ceremony
Professor Az-eddine AZIM, President of Chouaib Doukkali University of El
Jadida, Morocco
Professor Zoubir El FELSOUFI, Directeur of EST-SB, Morocco
Prof. Youssef Baddi, Chouaib Doukkali University, Casablanca, Morocco
Prof. Mohamed Lahby, Hassan Il University of Casablanca, Morocco
Prof. Yassin Maleh, ENSA Khouribga, Morocco

10:00 am -11:00 am

11:30 am - 01:30 pm

| 01:30 pm - 03:00 pm

04:00 pm - 07:30 pm

09:00 am - 10:00 am

Keynote Speaker 1
Prof. Karim ZKIK , Rennes School of Business, France

Coffee Break

Session 1: Cybersecurity & Privacy Preservation

GroupA Group B
P https://us05web.zoom.us/|/83862961252?pw

https://us06web.zoom.us/j/81530511541?pwd=S | d=K5VbP3n0if5gKObAHg81NKymFsozOE.1
R9SBwSNNaREmM5xUK4eq6RnPQCqfw9.1

‘ Lunch
Session 2: Al & Generative Al

GroupB
Group A https://us05web.zoom.us/i/838629612522pw

https://us06web.zoom.us/j/81530511541?pwd=S d=K5VbP3n0if5qKObAHI81NKYmFEso0zOE. 1
R9SBwSNNaREmM5xUK4eq6RnPQCqfw9.1

Keynote Speaker 2
Pr. Mohamed M.Alani, Ryerson University, Toronto, Canada

10:00am -12:00 am

12:00 am - 12:30 am

12:30 pm - 13:00 pm

Session 3: Al & Smart Systems

https://us06web.zoom.us/j/81530511541?pwd=S https://us05web.zoom.us/|/83862961252?pw
R9SBw5nNaREmM5xUK4eq6RNPQCqfw9.1 d=K5VbP3n0if5gKObAHQ81NKymFsozOE.1

Coffee Break

Session 4: Al & Smart Systems
https://us05web.zoom.us/|/83862961252?pwd=K5VbP3n0if5gKObAHq81NKymFsozOE.1

Closing Ceremony



https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1

Full CybgrAl&Q26,kenisisqge Program

All presentations should be in English.

Each presentation is 10-15 minutes long with five (5) minutes for Q/As.

According to Springer guidelines, any paper that is not presented will be excluded from the
conference proceedings.

The same Zoom link will be used throughout the three days of the
event.https://usO5web.zoom.us/xxxx

GMT+1

Day 1: Thursday, June 25", 2026

Time Event
8:30 - 9:30 Registration
9:30 - 10:00 Welcome & Opening Ceremony

Professor Abdelowahed HAJJAJI, President of Chouaib Doukkali University of El Jadida,
Morocco
Professor Zoubir El FELSOUFI, Directeur of EST-SB, Morocco
Prof. Youssef Baddi, Chouaib Doukkali University, Casablanca, Morocco

Prof. Mohamed Lahby, Hassan Il University of Casablanca, Morocco
Prof. Yassin Maleh, ENSA Khouribga, Morocco

Meeting Link:
https://us06web.zoom.us/j/81530511541?pwd=SR9SBwsnNaREmM5xUK4eqg6RNPQCafw9.1

10:00 - 11:00 | Keynote Speaker 1:

Prof. Karim ZKIK , Rennes School of Business, France

Chair: Youssef BADDI

Link:
https://usO6web.zoom.us/|/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnP
QCqgfw9.1

11:00-11:30 Coffee break



https://us05web.zoom.us/xxxx
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1

Session 1: Cybersecurity & Privacy Preservation group A

Session Chair : Dr Yassin Maleh

Link:

https://us06web.zoom.us/j/81530511541 ?pwd=SR9SBw5nNaREm5xUK4eg6RnP

QCafw9.1

1. (Paper_id :2) CyberlA: A Locally Executed Al-Driven Cybersecurity Training
Platform for Low-Resource Environments
Gilchris HOUEKPO DANNON?*, Daoudi Najima?, Hajar Elmaghraoui
1LIASI Lab, HESTIM Engineering & Business School, Casablanca, Morocco
2ITQAN Team, School of Information Sciences, Rabat, Morocco

11:30 - 11:40

11:40-11:50 2. (Paper_id :11) Blockchain and Al for Secure WBAN Healthcare: A Survey
khaoula Itro (UMP)*, Nabila Azdad (UMP), Mohammed Amine Kasmi (UMP)
LARI Laboratory, Faculty of Sciences (FSO), Mohammed First University (UMP), Oujda,
Morocco

11:50 - 12:00 3. (Paper_id : 12) Trusted Al for cybersecurity of sports and urban
infrastructure

Mustapha ZEROUAL (UCD)*1, Youssef BADDI (UCD)1, Abderrazek KARIM (UCD)1,
Yassine EL YAMANI", Hicham TOUMI (UCD), Anass SEBBAR?' Faysal BENSALAH
(UCD)3

11:30 - 01:00 1 STIC Lab, FSJ, Chouaib Doukkali University, El Jadida, 24000 .

2 International University of Rabat, TICLAB, Morocco

3 LERSEM Lasb, ENCGJ, Chouaib Doukkali University, El Jadida,24000 .

12:00 - 12:10 4. (Paper_id : 13): Al-Driven Cybersecurity Defense Mechanisms for Securing
Internet of Medical Things Devices

Abderrazek KARIM (UCD)*1, Youssef BADDI (UCD)1, Mustapha ZEROUAL (UCD)1 ;
Yassine ELYAMANI (UCD)1 ; Hicham TOUMI (UCD)1 ; Faysal Bensalah (UCD)2

1 STIC Lab, FSJ, Chouaib Doukkali University, El Jadida, 24000 .

3 LERSEM Lasb, ENCGJ, Chouaib Doukkali University, El Jadida,24000 .

12:10-12:20 5. (Paper_id : 15) Navigating the Zero-Knowledge Dilemma: An Optimized

Preprocessing Framework for Unsupervised Fraud Discovery in Ethereum
Nouhaila hanbali*1, Ahmed EL-YAHYAOUI

1(IPSS Team, Computer Science Department, Faculty of Sciences Mohammed V
University in Rabat)

12:20 - 12:30 6. (Paper_id: 24) Towards a Quantum-Safe Security Framework for Edge
Computing: A Literature-Driven Architecture for the Post-Quantum Era
Jitendra Pandey?*, Liyagatali G Nadaf®, Sanjay S Poddar<, Hari Rowtu®

2Department of Computing and Electronics Engineering, Middle East College, Muscat,



https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1

12:10-12:20

12:30-12:40

12:20 - 12:30

240 122500

12:40 -12:50

Oman

®Distributed Computing & Scalable Al Systems Expert, San Francisco, USA
‘|[EEE senior member, Dallas, Texas, USA,

dAi and Robotics Indepdent Researcher, San Francisco, USA

7. (Paper_id : 39) Optimizing lloT Intrusion Detection Using SMOTE and
Recursive Feature Elimination
Lahcen Idouglid*, khalid ELFAYQ, Said tkatek, Toufik Mzili, Azidine GUEZZAZ
2Computer Sciences Laboratory, Ibn Tofail University, Kenitra, Morocco
PLAROSERI Lab, FS, Chouaib Doukkali University, El Jadida, Morocco
‘Higher School of Technology, Cadi Ayyad University, Essaouira, Morocco

8. (Paper_id : 44) Effective Aggregation Strategy for Federated IoT Botnet
Detection
Yassine EL YAMANI, Youssef BADDI, Najib EL KAMOUN, Mustapha ZEROUAL and
Abderrazek KARIM
STIC Lab, FSJ, Chouaib Doukkali University, El Jadida, Morocco

11:30-11:40

11:40-11:50

11:50 - 12:00

SeasiomtieGr el a ; 3
Session Chair : Dr Youssef Baddi

Link:
https://us05web.zoom.us/|/83862961252?pwd=K5VbP3n0if5aKObAHg81NKymF
sozOE.1

1. (Paper_id : 51) Enhancing Auditory Adversarial Attacks for the Arabic
Language
Safae Laatyaoui)®*, Mohammed Saber?®
SmartICT Lab, ENSAO, Mohammed First University, Oujda, Morocco

2. (Paper_id : 42) LLM-Assisted Behavioral Reasoning for Detecting Selfish
Clients in Federated Learning
Jabir DARGOUL (FSR)*

3. (Paper_id : 54) Al-based cybersecurity approaches for software-defined
networks
Nour el houda OUZAL?, Youssef Baddi?, Hicam Toumi?, Hajar FARES®
3(STIC Lab, FS, CHOUAIB DOUKKALI, El jadida, Morocco)*
®FS, Abdelmalek Essaadi University, Tetouan, Morocco



https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1
https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHq81NKymFsozOE.1

4. (Paper_id : 59) Optimizing Network Performance and Resilience: An
Analysis of Fortinet SD-WAN in Real-World Scenarios
Zineb BAKRAOUY'®, Manale BOUGHANJA®, Wissam ABBASS?, Amine BAINA?, and Mostafa
BELLAFKIH3
IMohammed First University, ENSAO, SmartICT Lab, Oujda, Morocco,
2Research Laboratory in Intelligent and Sustainable Technologies (LARTID), ENSA
Marrakech Cadi Ayyad University (UCA), Marrakech, Morocco
3STRS Lab., National Institute of Posts and Telecommunications, Rabat, Morocco

5. (Paper_id : 72) An Explainable Hybrid Intrusion Detection System for
Multiclass Network Attack Classification on UNSW-NB15
Brahim Taia)*, Redouan Korchiyne, Youssef Lahouifi , Zineb Squalli Houssaini
*Scientific Research and Innovation Laboratory, Higher School of Technology, Ibn Tofail
University, Kenitra

6. (Paper_id : 17) An Advanced Spatio-Temporal Cross-Attention Deep
Learning Model for Reliable Intrusion Detection in VANETSs
Khadija Mouatassim?®*, Abdelfettah Mabrouk® and Chaimae Ouchicha ®
2 Department of Computer Science and Mathematics, Chouaib Doukkali University,
ESTSB, ELITES Lab, El Jadida, Morocco;
® Department of Management Assistance Techniques, Hassan 1st University (UH1),
ENCG, FAMISDS Lab, Settat, Morocco.

7. (Paper_id : 68) Before and After convergence: Reframing a Federated Learning as a
Lifecycle
Hajar Doukhou, Abou Zakaria Faroukhi and Youssef Gahi
Laboratory of Engineering Sciences, National School of Applied Sciences, Ibn Tofail
University, Kenitra, Morocco

13:00-15:00




Session 2: Al & Generative Al/ IoMT & IoHT Group A

Session Chair :

Link:
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREmM5xUK4eq6RnP
QCafw9.1

1. (Paper_id : 21) Artificial Intelligence for Hardware Trojan Detection
ALl BERCHANE?, ALI EI-YAHYAOQUI?
3(IPSS, FS, MED V UNIVERSITY, Rabat, Morocco)

15:00-15:10

2. (Paper_id : 31) Machine Learning-Based Intrusion Detection Systems in
lIoT: A Systematic Review of Feature Selection, Datasets, and
Explainability Challenges
YASSINE ATMANI (UMP)*, OMAR CHAIEB (UMP), MOHAMMED BENABDELLAH (UMP)
"LIPIO Lab, SIOSI Team, FS, Mohammed Premier University, Oujda, Morocco

15:10-15:20

15:20-15:30 3. (Paper_id : 40) ADFuzz: Adaptive Al-Driven Fuzzing for Vulnerability
Detection

Loui Al Sardy?, Yanlei Fu?, Mamdouh Muhammad?®, Reinhard German?
2Computer Networks and Communication Systems (Informatik 7), Department of
Computer Science, Friedrich-Alexander-Universitat Erlangen-Nirnberg (FAU),
Erlangen, Germany

4. (Paper_id : 50) A Comprehensive Review of SDN-Edge Deep Learning
15:30-15:40 Frameworks for loT Security

b

Yassine El Abdaouia*, Youssef Baddi® and Yassine Maleh®

aSTICLab, FSJ, Université Chouaib Doukkali (UCD), El Jadida, Morocco

bSTICLab, ESTSB, Université Chouaib Doukkali (UCD), El Jadida, Morocco

“Machine Intelligence Research Labs, ENSA Khouribga, Université Sultan Moulay
Slimane, khouribga, Morocco

15:40-15:50 5. (Paper_id : 53) Insure reliability in the LLM-Generated Data using
LLMABIleuFactScore

Hanane Moustaoui*?, Hicham bensaid ® And Mouhsine Lakhdissi¢
abNational Institute of Poste and Telecommunications, Morocco;

“Faculty of Sciences and Technology of Settat, University Hassan |, Morocco

15:50-16:00
6. (Paper_id :66) Plant Disease Detection and Multiclass Classification
Using Convolutional Neural Networks on Leaf Images
MOUSSA ZEROUAL*, Meriem Ennaki, Mosatafa Saadi, Amine Amharech



https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREm5xUK4eq6RnPQCqfw9.1

16:00-16:10

16:10-16:20

LaSTI Lab, ENSA KHOURIBGA, USMS, Beni Mellal, Morocco
(Paper_id :90) Deployable Al for IoT/lloT Security under Labeling,
Transfer, Resource, and Explainability Constraints: A Systematic

Review
Anass Rharif**; Ziad Charafi®; Mounia Zaydi®; Sofia Belkhalaa?; Yassine Maleh?

%Laboratory LaSTl, ENSAK, Sultan Moulay Slimane University, Khouribga, Morocco;
bICL, Junia, Université Catholique de Lille, LITL, Lille, France




15:00-15:10

15:10-15:20

15:20-15:30

15:30-15:40

Session 2: Al & Generative Al/ IoMT & IoHT Group B

Session Chair :

Link:
https://usO5web.zoom.us/|/83862961252?pwd=K5VbP3n0if5gKObAHg81NKymF
sozOE.1

1. (Paper_id :71) A comprehensive review of Machine Learning and Deep
Learning methodologies for DDoS attack detection in VANETS.
AL JARROUDI ANASS?®*, CHAIEB OMAR?, KANNOUF NABIL® and BENABDELLAH
MOHAMMED?
Laboratory of LIPIO, UMP, Oujda, Morocco; °Laboratory of LSA, UAE, Tetouan,
Morocco.

2. (Paper_id : 116) Enhancing Intrusion Detection in Maritime SCADA
Systems using Generative Adversarial Networks for Synthetic Cyber-
Attack Data Generation: A Systematic Literature Review
ACHRAF CHENTOUFI?, Ahmed El-Yahyaoui?, Redouane Es-Sadaoui®
2|PSS Team, Computer Science Department, Faculty of Science, Mohammed V
University in Rabat, Morocco;
®Technology Innovation Institute, Abu Dhabi, United Arab Emirates

3. (Paper_id: 98) A Formally Verified Cybersecure Digital Twin
Framework for loT-Based Healthcare Monitoring

Amina El Bekkalia, Abderrahim Ait Wakrime a*, Redouane Benaini a, Samir Ouchani
b and Yassine Ouhammou c

#Computer Science Department, Faculty of Sciences, Mohammed V University in
Rabat, Morocco;

BCESI Lineact, Aix-en-Provence, France;

‘LIAS/ISAE-ENSMA, 86961 Futuroscope Chasseneuil Cedex, France

4. (Paper_id : 132) A Comparative Evaluation of Machine Learning and Deep
Learning Techniques for Detecting Intrusions Across Heterogeneous Datasets
H. SOUNNI**, R. FAJR®, Y. HOUALI? F. LAKRAMI* N. EL KAMOUN?*, K.SMAHI*, Y.
BADDI*, C. BELBERGUI® and H.LIFI*

ICadi Ayyad University, National School of Applied Sciences of Safi, MISCOM
Laboratory, Safi, Morocco;

2LGMSS-URAC45, Department of Earth sciences, Faculty of Sciences, Chouaib
Doukkali University, EL Jadida, Morocco;

3 Information Processing Laboratory, Ben M’sik Faculty of Sciences, Hassan Il
University of Casablanca, Casablanca, Morocco;

4 STIC Laboratory, Department of Physics, Faculty of Sciences, Chouaib Doukkali
University, EL Jadida, Morocco;

> LM2I Laboratory, Faculty of Sciences and Techniques, Sultan Moulay Slimane
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15:40-15:50

15:50-16:00

16:00-16:10

16:10-16:20

16:20-16:30

University, Beni Mellal, Morocco

(Paper_id : 57) A Novel Reinforcement Learning-Based MPPT Method Using
Proximal Policy Optimization for Photovoltaic Systems

Ossama Benmarrakchi®®, Mohammed Kasri*>¢ , Yassine Chaouki® and Abderrahim
Beni-Hssane?

9 LAROSERI Laboratory, Computer Science Department, Faculty of Sciences, Chouaib
Doukali University, El Jadida, Morocco

b Laboratory of Computer Systems Engineering, Mathematics and Applications
(ISIMA), Ibn Zohr University, Agadir, Morocco

¢ High National School of Data Science and Artificial Intelligence, Ibn Zohr University,
Taroudant, Morocco

(Paper_id : 58) Towards Self-Healing On-Premise Infrastructures:
Leveraging VMM-Level Detection and SOAR for Accelerated
Remediation

M. Boughanja?, Z. Bakraouy?, A. Azahoum?®, T. Mazri®

2Artificial Intelligence Engineering and Research Lab, Berkane/Oujda, Morocco
®Laboratory of Advanced System Engineering, Ibn Tofail University, Kenitra, Morocco

(Paper_id : 126) Towards Privacy-Preserving loT Security: Federated
Learning-Driven Intrusion Detection in Edge-Cloud Systems

Asmaa EL Harat (STIC LAB, FS El Jadida, Chouaib Doukkali university)*
Youssef Baddi (STIC LAB, FS El Jadida, Chouaib Doukkali university)
Hicham Toumi (STIC LAB, FS El Jadida, Chouaib Doukkali university)
(Paper_id : 14) A Comprehensive Survey of Quantum-Resilient
Cryptography: Integrating QKD, PQC, and Al

Khadija ADNAN?*, Fatima LAKRAMI®, Mohammed EL JOURMI? and Hicham TOUMI®
2 Laboratory of Information Technologies, National School of Applied Sciences,
Chouaib Doukkali University, El Jadida, Morocco.

b Department of Physics, Faculty of Sciences, Chouaib Doukkali University, El Jadida,
Morocco.

¢ Management of Sustainable Agriculture Laboratory, ESTSB, University Chouaib
Doukkali, Sidi Bennour, Morocco

(Paper_id : 56) Al for Cybersecurity: Building a Resilient Digital India
Prabhakara Karlapalem (Noida International University)*

Namita Vyas (Noida International University)

Vivek Kumar Joshi (Noida International Unoversity







Day 2: Friday, June 26'™", 2026

09:00 - 10:00

Keynote Speaker 3:

Pr. Mohamed M.Alani, Ryerson University, Toronto, Canada)

Session Chair:

Link:
https://us06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREmM5xUK4eq6RnP

QCafw9.1

10:30 -10:40

10:40- 10:50

10:50-11:00

11:00-11:10

Session 3: Al & Smart Systems Group A
Session Chair: Dr Mehdia Ajana

Link:
https://lus06web.zoom.us/j/81530511541?pwd=SR9SBw5nNaREmM5xUK4eqg6RnP

QCafw9.1

1. (Paper_id : 41) Membership Function Learning in Neuro-Fuzzy Mobility
Prediction under Multi-Seed Experimental Protocols
Merieme Debbagh®*, Youness Madani?, and Belaid Bouikhalene®.
dDepartment of Mathematics and Informatics, University Sultan Moulay Slimane, Beni
Mellal, Morocco

2. (Paper_id : 43) A Blockchain-Based Framework for Trustworthy and Cost-
Efficient Configurable Business Processes
El Mehdi Lemnaouar®“*, Abderrahim Ait Wakrime?, Samir Ouchani®, Redouane Benaini?
and Mohamed Toub®
2Computer Science Department, Faculty of Sciences, Mohammed V University in Rabat,

Morocco;
bCESI Lineact, Aix-en-Provence, France;
‘Phyntec, Paris, France

3. (Paper_id: 47) A Comprehensive Overview of Home Energy Management
Systems: Architectures, Optimization, and Future Directions
Yassine Chaouki®*, Mohammed Kasria®, Ossama Benmarrakchi® and Abderrahim Beni-
Hssane®
23LAROSERI Laboratory, Computer Science Department, Faculty of Sciences, Chouaib
Doukali University, El Jadida, Morocco
®Laboratory of Computer Systems Engineering, Mathematics and Applications (ISIMA),
Ibn Zohr University, Agadir, Morocco
‘High National School of Data Science and Artificial Intelligence, lbn Zohr
University, Taroudant, Morocco)

4. (Paper_id : 48) An Empirical Comparison of DRL Algorithms for Residential
Buildings

Yassine Chaouki (Chouaib doukkali university)*
Mohammed Kasri (Ibn zohr university)
Mustapha Hankar (Chouaib doukkali university)
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11:10-11:20

11:20-11:30

11:30-11:40

Abderrahim Beni-Hssane (Chouaib doukkali university)

(Paper_id : 49) Intelligent Home Energy Management via Proximal Policy
Optimization: Benchmarking

Yassine Chaouki®*, Mohammed Kasri®*<, Amine Rihane® and Abderrahim Beni-Hssane®
3LAROSERI Laboratory, Computer Science Department, Faculty of Sciences, Chouaib
Doukali University, El Jadida, Morocco

®Laboratory of Computer Systems Engineering, Mathematics and Applications (ISIMA),
Ibn Zohr University, Agadir, Morocco

‘High National School of Data Science and Artificial Intelligence, Ibn Zohr

University, Taroudant, Morocco

(Paper_id : 63) STL-Enhanced Ridge Regression for Multi-Horizon SPI-6
Drought Forecasting over Morocco

Ikram Essajai’, Ajit Govind®, Mohamed El Ghazouani?, Abdelmajid Bessate?, Abdelouafi
Ikidid, Moulay Youssef Ichahane®

3ESIM, Polydisciplinary Faculty of Sidi Bennour, Chouaib Doukkali University, El Jadida, Morocco;
PICARDA, cairo, EGYPT;

‘Computer Science Dept., Computing Systems Engineering Laboratory, Cadi Ayyad University,
Marrakesh, Morocco;

dLTI/SI/CED Technology and Engineering, ENSA El Jadida, Morocco;

(Paper_id : 115) Smart Management of Unused Medicines: An Al-Based
Sustainable Mobile Application

Thamna Hamad??, Lujain Alkhalid®?, Abeer Alhakimi®3, Ahmed AKL*#, and Rasha Hasan®
2 College of Engineering and Computing Liwa University Al Ain, UAE

® College of Engineering and Computing Liwa University Abu Dhabi, UAE




Session 3: Al & Smart Systems Group B
Session Chair:

Link: https://us05web.zoom.us/j/83862961252?pwd=K5VbP3n0if5qKObAHg81NKymFsozOE.1

1. (Paper_id : 124) Quantum Cybersecurity: Safeguarding the Digital Future
with Post-Quantum Cryptography
Rachid Saadane (EHTP)*
Lahcen Hassine (EHTP)
karim Aiche (UM5)
Nabil Belachgar (EHTP)
Hasna Chaibi (EHTP)
Abdellah Chehri (Royal Military College of Canada)
10:40 - 10:50 2. (Paper_id : 128) A Comparative Study of Machine Learning Models for
Named Entity Recognition in Tourist Chatbot Intention
Lamya Benaddi (Polydisciplinary Faculty of Errachidia, Moulay Ismail University,

10:30- 10:40

Morocco)*

Charaf OUADDI (Faculty of Sciences, Ibn Tofail University, Kénitra)

Abdeslam Jakimi (GL-ISI Team, Faculty of Science and Techniques Errachidia, Morocco)
Rachid Saadane (SIRC-LAGES, Hassania School of Public Works, Casablanca, Morocco)
Abdellah chehri (Mathematical and Computer Science Departement, Royal Military
College, Canada)

10:50-11:00 3. (Paper_id : 130) A Structured Temporal Behavioral Feature Framework

for Encrypted Traffic Analysis in SIEM-Oriented Environments

El Mahjoub Ait Meddah®", Abou Zakaria Faroukhi® and Younes Chihab?
2Laboratory of Scientific Research and Innovation, Higher School of Technology,
bLaboratory of Engineering Sciences, National School of Applied Sciences,

Ibn Tofail University, Kenitra, Morocco

4. (Paper_id : 61) Ciphera: A Decentralised Biometric Identity Framework

11:00-11:10
Shahzad Memon (University of East London)*

Ankit Kanaiyalal Prajapatia (University of East London)
Mohammed Mahir Rahman (University of East London)
Ameer Al-Nemrat (University of East London)

11:10-11:20 5. (Paper_id : 133) AgentSecOps: A Phase-Bound Threat Taxonomy and Risk
Model for Al-Operated DevSecOps Pipelines
Saad ABBOU (UIT)*, Abou Zakaria Faroukhi (UIT), Youssef Gahi (UIT)

11:20-11:30 6. (Paper_id : 106) ZT-AV: A Zero Trust Security Framework for Autonomous
Vehicles — Continuous Verification and Micro-Segmentation for V2X
Communications

Ali DARBALI (Ministry of National Education, Preschool, and Sports / LivintecPlus S.A.R.L
(A.U) / Faculty of Sciences, Rabat)*

Rachid SAADANE (SIRC-LaGeS, Hassania School of Public Works, Casablanca 20000,
Morocco)

Khalid MINAOUI (LRIT Laboratory, Faculty of Sciences, Mohammed V University in

20
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Rabat, B.P. 1014, Morocco)

Karim AICHE (FSJES Souissi, Mohammed V University in Rabat, Rabat, Morocco)
Abdeslam JAKIMI (GL-ISI Team, Faculty of Sciences and Techniques Errachidia,
Morocco)

Hasna CHAIBI (GL-ISI Team, Faculty of Sciences, Moulay Ismail University , Errachidia,
Morocco)

(Paper_id : 114) Blockchain for Cybersecurity and Data Integrity:
Architectures, Threat Mitigation, and Real-World Applications

Raj Kumar Gupta (JIMS Engineering Management Technical Campus Greater Noida)

11:30-11:40 | -

Lunch Break

15:00-15:10 Session 4: Al & Smart Systems
Session Chair:
Link: https://uso5web.zoom.us/j/838629612522pwd=K5VbP3n0if5gKObAHg8 1NKymFso0zOE. 1

15:00 - 15:10 1. (Paper_id : 136) A game-theoretic LDPC decoder based on a gravitational
sharing mechanism
Hasna CHAIBI (Moulay Ismail University)*

15:10 = 15:20 2. (Paper_id : 125) Comparative review of Machine Learning Based Wireless
Sensor Networks and Software-Defined Wireless Sensor Networks:
Architecture, Scalability, Energy, and Security Perspectives

Khalid Oubaha (Computer Science Research Laboratory, Faculty of sciences, Ibn Tofail
University)*

Omar Boughdad (Envisics)

Jalal Laassiri (Computer Science Research Laboratory, Faculty of Sciences, |bn Tofail
University)

Abdeslam Jakimi (GL-ISI Team, Faculty of Sciences Moulay Ismail University Errachidia,
Morocco)

Rachid Saadane (Hassania School of Public Works Casablanca, Morocco)

Abdellah Chehri (Royal Military College of Canada, University of Ottawa, Canada)

15:20 -15: 30 3. Paper_id : 118) When Feature Selection Hurts: A Critical Empirical Analysis
of Filter-Based Methods for Federated Intrusion Detection in Wireless
Sensor Networks
Maryam SALAMI (ENSA KHOURIBGA, Morocco)*
Meriem ENNAKI (National School of Applied Sciences,Khouribga, Morocco
Mostafa SAADI (National School of Applied Sciences, Khouribga, Morocco)
Noreddine Gherabi (National School of Applied Sciences, Khouribga, Morocco)
15:30-15:40 4. Paper_id : 46) Isolating the SAST Layer in DevSecOps: A Proxy-Based
Pipeline Architecture for Multi-Tier Web Applications
ABDERRAHIM RIDA (UIT)* , AYOUB AIT LAHCEN (UIT)

21
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15:40 - 15:50 5. Paper_id : 88) Context-Aware Al-Driven Vulnerability Prioritization and
Autonomous Remediation in DevSecOps Pipelines
ABDERRAHIM RIDA (UIT)* , AYOUB AIT LAHCEN (UIT)

15:50 - 16:00 6. (Paper_id : 120) Al-Driven Detection and Prevention of Sensitive Data

Exfiltration: A Comprehensive Survey

Hiba Biban (Mohammed V University in Rabat (LASTIMI))*

Abdelali EImounadi (Mohammed V University in Rabat (LASTIMI))

Mohammed Salihoun (Moulay Ismail University of Mekneés (FST Errachidia))

Naoual Berbiche (Mohammed V University in Rabat (LASTIMI))

16:00 - 16:10 7. (Paper_id : 55) Classification of Photovoltaic Module Defects Using Deep
Features and Machine Learning Classifiers on Aerial Infrared UAV Images

Abdelaziz el yazidi (ucd )*, Abdessami hanine (ucd), Mohammed kasri (Ibn Zohr
University), Abderrahim Beni-Hssane (ucd)

16:30pm Closing Ceremony
. https://usOéweb.zoom.us/j/XX |

22
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